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Malware	on	Macs	
Presented	April	17,	2017	
San	Miguel	Mac	Users	Group	

Apple	users	have	 for	 the	most	part	been	protected	 from	many	of	 the	viruses	and	
malware	issues	experienced	on	the	Windows	PC.		But	with	the	popularity	of	Apple	
products	over	the	past	decade,	this	problem	has	become	more	prevalent	for	Apple	
users.	 	Most	 recently,	 applications,	 search	engine	hijacks,	and	web	browser	plug-
ins	are	the	culprits	of	what	many	Mac	users	think	are	“viruses”,	when	in	actuality	
these	annoyances	are	merely	referred	to	as	“malware”.	

What	is	the	difference	between	“malware”	and	“virus”?	
Malware	doesn't	attempt	to	get	into	your	machine	without	your	knowledge	-	it	is	
malicious	 software	 disguised	 as	 legitimate	 software.	 	 Perhaps	 you	 see	 an	
advertisement	on	a	website,	or	you	receive	an	email;	either	way,	it	tricks	you	into	
installing	it	as	you	would	any	other	program,	and	then	when	it	is	installed	it	starts	
to	 gather	 information	 about	 you.		 The	 category	 “malware”	 also	 includes	 the	 sub-
category	“ransomware”.		Ransomware	is	a	type	of	malware	that	prevents	or	limits	
users	 from	 accessing	 their	 system,	 either	 by	 locking	 the	 system's	 screen	 or	 by	
locking	 the	 users'	 files	 unless	 a	 ransom	 is	 paid,	 such	 as	 KeRanger,	 which	
propagated	last	year	on	Mac	computers.	

A	computer	virus	is	a	type	of	malicious	code	or	program	written	to	alter	the	way	a	
computer	operates	and	that	is	designed	to	spread	from	one	computer	to	another.	A	
virus	operates	by	inserting	or	attaching	itself	to	a	legitimate	program	or	document	
that	supports	macros	in	order	to	execute	its	code.	 	 In	the	process,	a	virus	has	the	
potential	 to	 cause	 unexpected	 or	 damaging	 effects,	 such	 as	 harming	 the	 system	
software	by	corrupting	or	destroying	data. 

Safety	Features	of	Mac	Computers	

OSX/macOS	is	based	on	Unix	
Unix	is	one	of	the	original	computer	operating	systems,	developed	in	the	1970s	at	
Bell	 Labs	 Research	 Center.	 	 It	 was	 primarily	 utilized	 by	 governmental	 and	
academic	 institutions	 where	 many	 users	 were	 accessing	 the	 “main	 frame”	
simultaneously.		In	order	to	prevent	conflict	among	resources	and	maintain	system	
security	with	so	many	simultaneous	users,	the	Unix	operating	system	was	designed	
with	efficiency	and	 security	 in	mind.	 	Thus	 the	Unix	architecture	 separates	 “user	
space”	 from	the	“kernel	space”,	and	utilizes	a	set	of	permissions	for	every	part	of	
the	 operating	 system.	 	 In	 a	 grand	 generalization	 and	 summation	 of	 this	 concept,	
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this	means	that	“intruders”	to	your	computer	do	not	have	the	permission	to	make	
modifications	to	your	computer,	by	default,	and	those	intruders	do	not	have	access	
to	the	most	critical	parts	of	your	operating	system,	by	default.		That	is,	unless	you	
grant	them	access.	

Xprotect	
Since	 2009,	 Apple	 has	 incorporated	 an	 anti-malware	 scheme	 into	 its	 operating	
system	called	XProtect	(aka	File	Quarantine).		This	system	will	prompt	you	with	a	
question	asking	whether	you	really	want	to	open	a	certain	file.		It	will	also	perform	
a	 check	 to	 see	 if	 the	 file	 contains	 any	 known	 malware,	 and	 if	 a	 positive	
identification	is	made	(i.e.,	XProtect	detects	malware),	an	alert	will	prompt	you	to	
delete	the	file.			

See	the	following	link	for	more	info:	https://support.apple.com/en-us/HT201940	

GateKeeper	
Since	 2011,	 Apple	 has	 incorporated	 another	 safety	 feature	 called	 GateKeeper,	
which	 by	 default,	 will	 prevent	 your	 computer	 from	 opening	 software	 that	 was	
downloaded	 from	unverified	 developers.	 	 Gatekeeper	 options	 are	 found	 in	Apple	
menu	>	System	Preferences…	>	Security	&	Privacy	>	General	tab	under	the	header	
"Allow	applications	downloaded	from:". 

See	the	following	link	for	more	info:	https://support.apple.com/en-us/HT202491	

Sandboxing	
Sandboxing	is	a	security	mechanism	that	isolates	certain	components	from	the	rest	
of	 a	 computer	 system.	 	 Apple	 applies	 “sandboxing”	 by	 isolating	 applications	
(software)	 from	 the	 other	 critical	 system	 components	 of	 your	 Mac.	 	 So	 if	 an	
application	 is	compromised	with	malware,	 the	Apple	operating	system	will	block	
and	prevent	it	from	spreading	to	other	parts	of	your	computer.	

Reduced	Probability	of	Infection	
There	are	far	more	Windows	computers	in	the	world	than	Apple.		Therefore,	most	
malicious	 code	 is	 targeted	 toward	 Windows.	 	 But	 this	 is	 changing	 rapidly,	 so	 I	
believe	that	Apple	users	are	going	to	be	at	increasing	risk	of	infection	in	the	future.	

Make	Sure	You	Have	the	Latest	Updates	
To	make	sure	your	Mac	malware	database	is	always	up	to	date	you’ll	want	to	verify	
that	 your	Mac	 always	 automatically	 installs	 security	 updates	 and	 related	 system	
data	files.	

To	do	this:	
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• Open	System	Preferences	
• Open	the	App	Store	preference	
• Make	 sure	 that	Automatically	 check	 for	 updates	and	Install	 system	 data	 files	
and	security	updates	are	checked.	

See	the	image	below.	

	

Overview	of	Malware	
There	 are	 three	 major	 types	 of	 “malware”	 that	 can	 affect	 Mac	 computers.	 First,	
there	are	Internet	spoofs	that	will	try	to	deceive	you	with	fake	web	pages	and	pop-
ups.	 	Second,	is	deceiving	software	that	looks	legitimate	but	is	actually	bogus	that	
creates	 an	 annoyance	 for	 you.	 	 And	 thirdly,	 your	 web	 browser	 may	 become	
compromised	 by	 misleading	 search	 engines	 or	 bogus	 search	 plug-ins	 being	
installed.		We	will	take	a	look	in	more	detail	at	these	areas,	and	then	discuss	how	to	
fix	and	offer	resources	that	can	assist	in	dealing	with	these	issues.	

Web	Browser	pop-up	
As	 users	 are	 on	 the	 Internet,	 fake	 ads,	 bogus	 links	 in	 emails,	 or	 search	 engine	
results	 may	 redirect	 you	 to	 a	 page	 that	 pops	 up	 and	 tells	 you	 that	 your	 Mac	 is	
infected	with	 a	 virus.	 	Usually	 there	 is	 a	phone	number	 listed	which	 informs	 the	



	 4	

user	to	call	immediately.	This	is	a	SCAM!		Do	not	call,	do	not	let	them	control	your	
computer,	and	do	not	give	them	your	credit	card	number.	

	

	

How	 to	Fix:	 If	you	have	fallen	for	this	type	of	scam,	here	are	some	steps	you	can	
take.	 	 Immediately	call	your	credit	card	company	to	dispute	or	cancel	 the	charge.	
The	credit	card	company	may	need	to	cancel	 the	credit	card	number	as	 the	bank	
may	feel	it	was	compromised.	

There	 may	 also	 still	 be	 some	 screen	 sharing	 software	 installed	 on	 the	
computer.		 Typically	 it	 will	 be	 a	 one-time	 session	 download	 software	 that	 can	
easily	 be	 found	 in	 the	 download	 folder	 and	 thrown	 away.	 But	 another	 place	 to	
check	is	in	System	Preferences	>	User	and	Groups	>	Login	Items.	 	Sometimes	you	
may	 find	 screen	 sharing	 software	 listed	 there	 that	 starts	 automatically	 at	 login.		
You	can	select	and	hit	the	minus	sign	to	remove	it.		

A	more	 advanced	 check	 is	 to	 hold	 down	 the	 option	 key	 and	 go	 under	 the	Apple	
Menu	 and	 select	 System	 Information.	 	Under	 System	 Information	 look	 in	 the	 left	
column	 for	 Software	>	 Installations.	 	 You	 can	 sort	 by	date	 and	 find	 if	 any	 recent	
software	was	 installed.	 	 This	 will	 help	 you	 locate	 in	 your	 application	 folder	 any	
screen	sharing	software	you	may	need	to	remove.	
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The	biggest	issue	with	the	pop-ups	is	the	user	can’t	figure	out	how	to	get	rid	of	the	
window	or	it	keeps	popping	up	after	a	restart.	 	Part	of	the	issue	is	because	Apple	
introduced	 a	 feature	 called	 Auto	 Resume	 where	 it	 creates	 a	 saved	 state	 of	 the	
application.	 	When	you	reopen	certain	applications	and	you	did	not	close	a	file	or	
web	 page	 in	 this	 case	 that	 was	 open,	 it	 re-opens	 to	 the	 last	 page	 you	 had	 open	
automatically.	 	 So	 to	 stop	 the	 issue,	 go	 to	 the	Apple	Menu	 and	 select	 Force	Quit.		
Force	 Quit	 the	 web	 browser	 application	 with	 the	 fake	 pop-up.	 	 Here	 is	 the	
important	 part.	 	 Before	 attempting	 to	 open	 the	web	 browser	 again,	 hold	 down	
your	SHIFT	key	on	the	keyboard	and	click	the	web	browser	icon	in	the	Dock.		This	
will	force	the	browser	to	open	the	default	page	rather	than	the	“saved	state”	of	the	
malicious	page.	

Malicious	Software	
Along	 with	 web	 browser	 pop-ups,	 malicious	 software	 may	 be	 downloaded	
automatically	 and	 then	 request	 an	install	 into	 your	 computer.	 	 This	 is	 typically	
generated	when	you	go	to	a	web	page,	and	a	window	pops	up	suggesting	you	need	
to	install	some	form	of	an	update.		Typically	it	masks	itself	as	a	Java	or	Flash	Player	
update.	 	 You	 believe	 that	 this	 is	 a	 necessary	 update,	 and	 as	 a	 result,	 malicious	
software	gets	installed.	 	This	may	also	be	downloaded	when	you	do	a	web	search	
for	 software	 and	 there	 are	 bogus	 results	 that	will	 install	 the	malicious	 software.		
Applications	 that	 should	 be	 avoided	 include:	 MacKeeper,	 Zip	 Cloud,	 Mega	
Backups,	 Mac	 Cleaner,	 MacDefender,	 MacProtector,	 and	 MacSecurity.	 	 Typically	
these	applications	begin	to	take	over	the	menu	bar,	pop	up	windows	in	the	Finder	
and	 create	 an	 annoyance	outside	of	 the	web	browser.	Typically	 this	 is	 known	as	
“Adware”	as	 these	applications	 inform	the	user	 that	 their	Mac	now	has	problems	
and	viruses	that	their	software	can	fix	it.	So	they	bait	you	into	believing	there	is	a	
problem,	then	suggest	the	only	way	to	fix	it	is	to	pay	them	for	the	software.	

How	to	Fix:	If	you	have	installed	this	software,	there	are	two	ways	to	address	this.		
First	we	will	repeat	what	was	stated	above	regarding	recently	 installed	software.		
We	want	to	find	out	what	was	installed	to	make	sure	we	remove	it.		Hold	down	the	
option	key	 and	 go	under	 the	Apple	Menu	and	 select	 System	 Information.	 	Under	
System	Information,	 look	 in	the	 left	column	for	Software	>	Installations.	 	You	can	
sort	by	date	and	find	if	any	recent	software	was	installed.		This	will	help	you	locate	
any	 unwanted	 software	 that	 was	 installed.	 	 The	 user	 may	 need	 to	 remove	 this	
software	manually	or	they	can	use	a	popular	piece	of	software	used	to	address	this	
issue	 called	 Malwarebytes	 (formerly	 AdwareMedic).	 	 This	 software	 is	 easy	 to	
install	 and	 can	 remove	most	 of	 the	malicious	 software	 that	was	 installed	 and	 its	
associated	hidden	components.		Again,	it	may	not	catch	all	of	it,	so	taking	a	look	at	
installed	 software	 is	 a	 good	 idea	 to	 make	 sure	 it	 is	 completely	 removed	 (links	
provided	below)	
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Search	Engine/Plugin	Hijacks	and	Re-Direction	to	Fake	Websites	
Typically	when	one	or	both	of	the	issues	above	has	occurred,	some	hidden	search	
hijacks	may	 take	 over	 your	web	 browsing	 experience.	 Safari,	 Firefox	 and	Google	
Chrome	 are	 the	 most	 popular	 browsers	 for	 the	 Mac.	 Along	 with	 the	 install	 of	
malicious	 software,	 it	may	also	 alter	 your	home	page	and	 take	over	your	default	
search	 engine,	 along	with	 installing	 browser	 extensions	 of	 plugins.	 So	 instead	 of	
going	to	your	default	home	page	such	as	google.com,	apple.com,	etc.,	you	now	get	a	
new	search	engine	page	that	will	alter	or	redirect	your	search	results.	Typically,	if	
your	home	page	has	been	changed,	your	default	engine	has	been	changed	as	well.	
So	no	matter	how	you	search	on	the	web,	you	get	redirected	to	the	hijacked	results	
page.	A	more	recent	feature	of	web	browsers	are	extensions	or	plugins.	These	were	
designed	to	enhance	your	web	experience.	But	malicious	plugins	have	been	made	
that	also	impact	your	search	function	and	creates	unwanted	pop-up	or	ads	in	your	
web	browser	experience.	

If	 you	allow	certain	malware	 to	be	 installed,	 your	DNS	 records	may	be	modified,	
which	will	redirect	incoming	Internet	traffic	through	the	attacker's	servers,	where	
it	 can	 be	 hijacked	 and	 injected	 with	 malicious	 websites	 and	 pornographic	
advertisements.	 	 Using	Open	DNS	 (see	 below)	 is	 the	 simplest	way	 of	 preventing	
infection	 in	 the	 first	 place.	 	 Open	DNS	 also	 protects	 against	 phishing	 attacks,	 re-
directs,	and	speeds	up	your	Internet	connection	

How	 to	 Fix:	 Typically	Malwarebytes	 (formerly	Adware	Medic)	does	 a	 very	 good	
job	removing	malicious	plugins	from	your	browser,	but	may	not	fix	your	hijacked	
search	 engine	 results.	 	 The	 best	 way	 to	 fix	 this	 is	 to	 go	 to	 the	 web	 browser	
preferences	under	the	application’s	menu.		Typically	under	the	general	settings,	it	
will	 list	Homepage.	 	That	needs	 to	be	changed	to	 the	page	you	want	 loaded.	Also	
while	 in	preferences	 look	 for	 a	 Search	 section.	 	Make	 sure	 you	 select	 the	default	
search	engine	you	want	to	use.		Also	make	sure	you	remove	any	unrecognizable	or	
unwanted	 search	 engines.	 	 One	 last	 place	 to	 check	 is	 the	 Extensions	 or	 Plugins	
section.		Make	sure	to	remove	items	that	seem	suspicious	or	are	unrecognizable.	

Also	check	your	DNS	settings	in	System	Preferences	>	Network	>	Advanced	>	DNS.		
Change	your	DNS	settings	to	Open	DNS:	

• 208.67.222.222	
• 208.67.220.220	

Do	You	Need	Antivirus	Software?	
No.	 	 Well,	Yes.	 	 I	 don’t	 know,	Maybe……	 	 It	 depends	 on	 who	 you	 talk	 to.	 	 Mac	
computers	are	certainly	not	invulnerable	to	viruses,	malware,	Trojans,	and	worms.		
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It	doesn’t	hurt	to	scan	your	computer	for	infection.		Mac	computers	can	behave	as	
“vectors”	 for	 infection.	 	 That	 is	 to	 say,	 a	Mac	 computer	 can	 not	 be	 infected	 by	 a	
virus	designed	for	a	Windows	computer,	but	you	could	certainly	spread	that	same	
virus	to	your	friends	and	associates	that	use	Windows	and	infect	their	computers.	

Best	Antivirus	Software	for	Mac	Computers	

• Sophos	Antivirus	for	Mac	(free!)	
• ClamXav	($30US)	
• Bitdefender	Antivirus	for	Mac	(rated	#1	by	MacWorld)	-	$40US	
• ESET	Antivirus	for	Mac	-	$40US	
• AVG	for	Mac	-	$60US	

NOT	The	Best	Antivirus	Software	for	Mac	Computers	

• Norton	Security	for	Mac	
• Avast	for	Mac	
• Kaspersky	

Resources	
Below	 are	 a	 list	 of	 links	 that	 can	 help	 you	 understand	 the	 issue	 of	malware	 and	
how	to	better	handle	the	issue.			

Malwarebytes	-	https://www.malwarebytes.com/mac/	

The	Safe	Mac	-	http://www.thesafemac.com	

The	Safe	Mac	Tech	Guides	-	http://www.thesafemac.com/tech-guides	

Apple	Support	Articles	-	https://support.apple.com/en-us/HT203987	

Apple	Security	Updates	-	https://support.apple.com/en-us/HT201222	


